Set up the environment

White Pages

Objects

Person

OtherPersonInformation

Organization

OrgUnit

Group

OtherGroupInformation

Associations

OrgStructure (Organization : OrgUnit  &  OrgUnit : Person)

MemberOfCollection (Group : Person)

MorePersonInfo (Person : OtherPersonInformation)

MoreGroupInfo (Group : OtherGroupInformation)

System Environment

Objects

AdminDomain

UnitaryComputerSystem

CertificateAuthority

VerificationService

AuthorizationService

AccountManagementService

Associations

SystemComponent (AdminDomain : UnitaryComputerSystem)

SecurityServiceForSystem (CertificateAuthority, VerificationService, AuthorizationService, AccountManagementService : AdminDomain)

HostedService (UnitaryComputerSystem : CertificateAuthority, VerificationService, AuthorizationService, AccountManagementService

ManagesAccountOnSystem

Use Case 1: Establish security policy for the domain

Create system administrator role

Objects

Role

OtherRoleInformation

Associations

SystemAdministratorRole (AdminDomain : Role)

MoreRoleInfo (Role : OtherRoleInformation)

Create authentication policy

Objects

AuthenticationRequirement

Associations

AuthenticationTarget (AuthenticationRequirement : AdminDomain)

AuthenticateForUse (Authentication Requirement: CertificateAuthority)

RequireCredentialsFrom (CertificateAuthority : AuthenticationRequirement)

Create authorization policy

Objects

AccessControlInformation

Associations

HostedACI (AdminDomain : AccessControlInformation)

AuthorizedUse (AccessControlInformation: CertificateAuthority

AuthorizationSubject (AccessControlInformation : AuthorizationService)

AuthorizationTarget (AccessControlInformation : VerificationService)

Use Case 2: New system administrator as user

Add person to administrative role

Associations

MemberOfCollection (Role : Person)

Admin operation adds account, credential, privileges, etc

Objects

UsersAccess

PublicKeyCertificate

Account

Associations

ElementAsUser (Person:UsersAccess)

PublicPrivateKeyPair (PublicKeyCertificate: UsersAccess)

CASignsPublicKeyCertificate (CertificateAuthority:PublicKeyCertificate)

UsersCredential (UsersAccess:PublicKeyCertificate)

ManagesAccount (AccountManagementService : Account)

UsersAccount (Account : UsersAccess)

SystemAdministrator (AdminDomain : UsersAccess)

Use Case 3: New application service as user

Application Service installation overview

Objects

ApplicationService

AccessControlInformation

AuthenticationRequirement

Associations

HostedACI (AdminDomain : AccessControlInformation)

AuthenticateForUse (AuthenticationRequirement : CertificateAuthority)

RequireCredentialsFrom (CertificateAuthority : AuthenticationRequirement)

Application Service get usersaccess, account, etc

Objects

UsersAccess

PublicKeyCertificate

Account

Associations

ElementAsUser (ApplicationService:UsersAccess)

PublicPrivateKeyPair (PublicKeyCertificate : UsersAccess)

CASignsPublicKeyCertificate (CertificateAuthority:PublicKeyCertificate)

UsersCredential (UsersAccess:PublicKeyCertificate)

UsersAccount (Account : UsersAccess)

ManagesAccount (AccountManagementService : Account)

Application Service added to subject and target collections

Objects

Associations

AuthenticationTarget (AuthenticationRequirement : ApplicationService)

AuthorizationSubject (AccessControlInformation : Account)

AuthorizationTarget (AccessControlInformation : ApplicationService)

